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Po krotkiej przerwie powracamy do pisania postow i z tej okazji postanowitem wypuscic
kolejny - drugi - odcinek serii o zarzadzaniu podatnosciami. Dzi§ postaram sie przekazac
Wam jak poprawnie skonfigurowaé¢ skaner podatnosci Nexpose.

Przedstawie dzisiaj instalacje i konfiguracje za pomoca pliku .ovf, czyli wirtualnej maszyny
przygotowanej do instalacji na serwerze wirtualizacji, oraz manualnej instalacji Nexpose
na wczesniej przygotowanym systemie operacyjnym. Artykut zawiera duza ilo$¢ screenow,
ktore maja charakter pogladowy i w wiekszosci nie wymagaja komentarza.

Instalacja z gotowego obrazu .ova.

Do wirtualizacji uzyje serwera ESXi w wersji 5.5.
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Source
Select the source location.

Source

OVF Template Details

Name and Location

Resource Pool

Storage

Disk Format Deploy from a file or URL

Ready to Complete
- emp |X:Wexpose1-'.ﬂ\.ova j Browse...

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.
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@ Initiate qug £ J15-07-06 14:1 _
[ ! __|
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Pierwszym co musimy zrobi¢ to wczytac¢ obraz maszyny wirtualnej pobranej ze strony
Rapid7.
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File Edit View Inventory Administration Plug-ins Help
E E (& Depley OVF Template - [‘:' = J

OVF Template Details
Verify OVF template details.

Source

OVF Template Details )
End User License Agreement Product: MNexposeVA
Mame and Location S 5151102
Resource Pool

storage Vendor: Rapid7

Disk Format
Metwork Mapping
Ready to Complete
Download size: 1,1GE

Size on disk: 2,6 GB (thin provisioned)
160,0 GB (thick provisioned)
Description: Mexpose Vulnerability Scanner
hd
b
-
Recent Tasks Clear %
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File Edit View Inventory Administration Plug-ins Help

E E & Deploy OVF Template - l =Nae X

End User License Agreement
Accept the end user license agreements,

Source
OVF Template Details

End User License Agreem« o5 Fod User License and Services Terms and Conditions -
Name and Location b
Resource Pool Customer agrees to be bound by the following terms and conditions (this "Agreement”) in £ |
Storage connection with its purchase and use of certain Rapid7 LLCs ("Rapid7") Software and Services B
Disk Format (each as defined below). Before installing and using any Software andjor obtaining and using any
: _ Services you should read this Agreement carefully. Clicking “accept” or atherwise installing and for
Network Mapping using the Software and/or obtaining and/or using any Services establishes a binding agreement
Ready to Complete between Rapid7 and you as the person licensing the Software and/for obtaining the Services; -
provided that if you are entering into this Agreement on behalf of a company or other legal entity, 1
you represent that you have the authority to bind such entity to this Agreement, in which case the
term "Customer” shall refer to such entity. If you do not have such authority or if you do not
accept all of the terms of this Agreement, you shall have not right to install andfor use the
Software and/or obtain and/or use any Services,

clog *

1. DEFINITIONS

1.1 "Content Updates” means content used by certain Rapid7 Software which is updated from time
to time, induding but not limited to updated vulnerability signatures for vulnerability assessment
products and exploits for penetration testing products,

1.2 "Documentation” means the published and generally available user manuals and written
materials Rapid7 delivers or makes available with the Software.

1.3 "License Term” shall mean the period in which Customer is authorized to utlize the Software.
Each License Term shall be listed on the applicable Product Order Form and shall commence on the
date Customer is delivered the Software.

1.4 "Metasploit® Products” shall mean Rapid7s proprietary penetration testing products currently
marketed under the names Metasploit® Express, Metasploit® Pro and Metasploit® Community
Edition.

1.5 "Nexpose® Products” shall mean Rapid7s proprietary network scanning and vulnerability
products currently marketed under the names Nexpose® Express, Nexpose® Consultant, W
Nexpose® Enterprise and Nexpose® Community Edition. - »

.
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Zapoznajemy sie z EULA i akceptujemy postanowienia licencji.
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File Edit View Inventory Administration

Plug-ins Help

E E @ Deploy OVF Template

Recent Tasks

Resource Pool
Select a resource pool,

Source

OVF Template Details

End User License Agreement
Mame and Location
Resource Pool

Storage

Disk Format

MNetwork Mapping

Ready to Complete

Select the resource pool within which you wish to deploy this template.

Resource pools allow hierarchical management of computing resources within a host or duster, Virtual
machines and child pools share the resources of their parent pool.
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E ) Deploy OVF Template - = | (& (i)

Disk Format
In which format do you want to store the virtual disks?

e Datastore: |daiasb3re2
OVF Template Details

End User License Agreement

Available space (GE):
MName and Location pace (GB) l_-

Resource Pool
Storage

Disk Format
Metwork Mapping
Ready to Complete (" Thick Provision Eager Zeroed
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(" Thin Provision
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E (&) Deploy OVF Template . =RRC X

Network Mapping
What networks should the deployed template use?

(S;,D,L: EFEEI'HE|atE Details Map the networks used in this OVF template to networks in your inventory clos %
End User License Agreement
Name and Location Source Networks DestinationNetwarks .,
Resource Pool

o Netwark 1 [
Disk Format
Network Mapping
Ready to Complete .

Description:

MNetwork 1 -
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Ready to Complete

Source

OVF Template Details

End User License Agreement
MName and Location
Resource Pool

Storage

Disk Format

Metwork Mapping

Ready to Complete

Recent Tasks

Are these the options you want to use?

When you dick Finish, the deployment task will be started.

Deployment settings:
QVFfile: ¥:\NexposeVa.ova
Download size: 1,1 GB
Size ondisk: 160,0 GB
Name: MNexposed
HostfCluster: pht-lab.
Resource Pool: Security
Datastore: datastore2

Disk provisioning:
Network Mapping:

[ Power on after deployment

Thick Provision Lazy Zeroed
"Network 1"to

=

Clear X

Name —
e |
¥ Removeen £

< Back | Finish I Cancel

pleted Time
5-07-06 14:15:4

5-07-06 14:19:1

@ Initiate gu
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< |

¥ Tasks

Deploying NexposelV A

Deploying disk 1of 1

16 minutes remaining

[ Close this dialog when completed

mnr

"
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Deploying MexposeV A

Completed Successfully

File Edit View Inventory Administration

Plug-ins Help
ﬁ E f@ Home [ g Inventory b Eﬂ Inventory
ey EMuluEG Resource Allocation | Performance | Events | Console ' Permissions
@
5 [ Nexposeva General Resources
Guest O.S: Ubuntu Linux (64-bit) Consumed Host CPU:
@ VM Versian: 7 Consumed Host Memary:
CPU: 2vCPU Active Guest Memory:
Memary: 5120 MB Refresh Storage Usage
Memory Overhead: 181,58 MB Provisioned Storage: 165,25 GB
VMware Tools: /. Not running (Out-of-date) Not-shared Storage: 160,00 GB
IP Addresses: Used Storage: 160,00 GB
Storage -~ | Drive Type Capacity
DNS Name: [§ datastors2 Non-55D I
State: Powered Off < T 3
Host: phtdab
Active Tasks: I Type
vophere HA Protection: (@ Nja &7 8 - Standard port group
Commands
[ Power On
{5 EditSettings
Annotations
# Edit
Notes: Nexpose Vulnerability Scanner &
Recent Tasks MName, Target or Status contains: - Clear x
Name Target Status Details Initiated by Requested Start Ti...~ | Start Time Completed Time
¥ Tasks
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Instalacja manualna z pliku binarnego.

Przygotowanie wirtualnej maszyny.

Alternatywa dla tego sposobu jest reczna instalacja. Pierwszym co musimy zrobic¢

to utworzenie nowej maszyny, lub wykorzystanie fizycznej maszyny i instalacja jednego

z wspieranych systemdéw operacyjnych. Liste systeméw wymieniliSmy tutaj. WybraliSmy
Ubuntu w wersji 14.04. Ponizej procedura przygotowania maszyny w VMware Workstation.
Zalecamy przy tworzeniu maszyny wybranie opcji ,Custom”.

-

Mew Virtual Machine Wizard P

.\

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

() Typical {recommended)

Create a Workstation 11.0 virtual machine
in a few easy steps,

VMWARE

WORKSTATION

@ Custom (advanced)

Create a virtual machine with advanced
options, such as a SC5I controller type,
virtual disk type and compatibility with
older YMware products,

Mext = Cancel

J {
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Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility
Hardware compatibility: |wWaorkstation 8.0 -

Compatible with: ESX Server

Compatible products: Limitations:

ESXi 5.0 ® 54 GBE memary s
ES¥i 5.1 B 3 processors

Fusion 4.0 10 network adapters

Fusion 5.0 2 TE disk size

Fusion 6.0 = Mo SATA devices

Fusion 7.0

Workstation 10.0

Waorkstation 11.0

Workstation 8.0
Workstation 9.0

[ < Back ][ Mext = ][ Cancel

Wybieramy wersje Workstation 8.0, tak by przygotowany przez nas obraz mdgt by¢
wczytany do serwera wirtualizacji ESXi.
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Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

< DVD RW Drive (D2) -

() Installer discimage file {iso):

- Browse...

(@) T will instzll the operating system later.
The virtual machine will be created with a blank hard disk.

| <Back || Next> || Cancel
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Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows
@) Linux

() Novell NetWare
i) Solaris

() YMware ESX

() Other

Version

Ubuntu &4-bit

< Back

][ Mext = ][

Cancel
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Hame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Mexpose

Location:

¥:Ywmare virtinexpose

The default location can be changed at Edit = Preferences.

Browse...



http://blog.s-m-s.pl/wp-content/uploads/2016/02/Capture5.png

Nexpose - Wstepna konfiguracja

@@@

NO SYSTEM IS SAFE

”
Mew Virtual Machine Wizard M

Processor Configuration
Spedfy the number of processors for this virtual machine.

Processors

Mumber of processors: [2 - ]
Mumber of cores per processor: [4 v]
Total processor cores: 8

Help <Back || MNext> || Cancel
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Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Spedfy the amount of memory allocated to this virtual machine. The memory size
must be a multiple of 4 MB.

-

& GE - | Memory for this virtual machine: 4096 = MB
32 GB
16 GEB .-_1
8 GE )
sce @ Maximum recommended memory:
I GE 133058 MB
1GE <
517 ME £] [@ Recommended memory:
255 ME 1024 MB
128 MBE
&4 ME [ Guest 05 recommended minimum:
32 MB 512 MB
16 ME
EMBE
4 MB

[ < Back ][ Mext = ][ Cancel ]

Zalecanym przez Rapid7 jest ustawienie 16 GB ramu dla nexpose, minimalnie zas 8 GB.
Spokojnie mozna ustawic¢ 4 GB, skany beda sie odbywac¢ wolniej, ale do labu
w zupelosci wystarczy.
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Network Type
What type of network do you want to add?

Metwork connection

(@ Use bridged networking
Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external network.,

(7 Use network address translation (NAT)

Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(7 Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

(7 Do not use a network connection

Help <Back || MNext> || Cancel
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Select 1/0 Controller Types
Which SCSI contraoller type would you like to use?

I/0 controller types
SCSI Controller: BusLogic (Mot available for 64-bit guests)

i@ LSI Logic  (Recommended)

(71 LSI Logic SAS
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Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
(7 IDE

i@ 5csI (Recommended)

saTA (Mot supported on Workstation 8.0 VMs)
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Select a Disk
Which disk do you want to use?

Disk
@ Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

() Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(71 Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

Jezeli chodzi o przestrzen dyskowaq, zalecanym jest 80+ GB, my polecamy trzymanie sie
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Specify Disk Capacity
How large do you want this disk to be?

-

Maximum disk size (GB): 100 =

Recommended size for Ubuntu 64-bit: 20 GB

[] Allocate all digk space now.

Allocating the full capadity can enhance performance but reguires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a single file
i@ Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ < Back ][ MNext = ][ Cancel
zasady 100+ GB.

i B
Mew Virtuzal Machine Wizard ﬁ

Specify Disk File
Where would you like to store the disk file?

r
A

Disk File

One disk file will be created for each 2 GE of virtual disk capacdity. File names for
each file beyond the first will be automatically generated using the file name
provided here as a basis.

Mexpose, vmdk

[ < Back ][ Mext = ][ Cancel
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Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit,

The virtual machine will be created with the following settings:

Mame: Mexpose -
Location: ¥:wmare virt\nexpose
Version: Workstation 8.0

Operating System: Ubuntu 64-hit

m

Hard Disk: 100 GB, Split
Memory: 4095 MB
Metwork Adapter:  Custom (VMnetd)
Other Devices: & CPU cores, CD/OVD, USE Contraller, Printer, Sound.., =

[ Customize Hardware. .. ]
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INexpose

» Devices

8 Mernary 468
[ Processars g
o Hard Dk (SCS 100 GB

CO/OVD (IDE) detect
¥ Metweork Adapter Custorn (Viinetd)
&3 USB Controller  Presant
) Sound Card Auto detect
= Printer Presant
M Display Auto detect

= Virtual Machine Details
State: Powered off
Canfiguration file: & expose| Nepose.vms
Hardware compatibility: Warkstation 5.0 vitual machine

Instalacja systemu na wirtualnej maszynie.
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Zainstaluj Ubuntu 14.04.4 LTS ty B ) 1549

Instalacja

Witamy

Latviski
Lietuviskai Dostepne 53
Magyar

Nederlands

Norsk bokmal

Norsk nynorsk

Polski |

Portugués

Portugués do Brasil

Romana

samegillii

Shqip

Slovenéina

System Settings Zakoncz Wstecz Naprzéd

-

ISP D OB

Yy

Po przygotowaniu wirtualnej maszyny montujemy w naszym napedzie plik iso z systemem,
ktory bedziemy instalowac i instalujemy.
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Zainstaluj Ubuntu 14.04.4 LTS 1 m ) 15:50 1%

Instalacja

Przygotowywanie do zainstalowania Ubuntu

Majlepsze rezultaty instalacji zostang uzyskane, jesli ten komputer:

of dysponuje przynajmniej 6.7 GB wolnej przestrzeni na dysku,

jest podtaczony do sieci Internet.

Pobranie aktualizacji podczas instalagji

Ubuntu uzywa dodatkowego oprogramowania do odtwarzania nagran w Formacie Flash, MP3 i innych, a takze do pracy z niektérymi
kartami graficznymi i urzadzeniami Wi-Fi. Cze$¢ tego oprogramowania jest wltasnosciowa i jest licencjonowana na warunkach
przedstawionych w jego dokumentacji.

Instalacja licencjonowanego oprogramowania
Wiyczka Fluendo MP3 uzywa techniki dekodowania diwieku w Formacie MPEG Layer-3 na licencji Fraunhofer IS and Technicolor SA.

Zakoncz Wsteaz Naprzod

-

ul I ﬂﬁﬂ{uﬂu D DD O M [j{ ®

Warto pobra¢ przy instalacji aktualizacje dla naszego systemu.

Zapisac zmiany na dyskach?

I Jesli kontynuujesz, zmiany wyswietlone ponizej zostang zapisane na dyskach. W przeciwnym
§ razie mozliwe bedzie dokonanie kolejnych zmian recznie.

Tablice partycji nastepujacych urzadzen zostaty zmienione:
§ sCsI3(0,0,0) (sda)

MNastepujace partycje zostang sformatowane:
partycja #1 urzadzenia SCSI3 (0,0,0) (sda) jako ext4
partycja #5 urzadzenia SCSI3 (0,0,0) (sda) jako przestrzer wymiany

Wstecz Naprzod

.Zap
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isujemy zmiany na dyskach i przechodzimy dale;.

Zainstaluj Ubuntu 14.04.4 LTS

Instalacja

Rodzaj instalacji

Ten komputer nie ma zainstalowanego zadnego systemu operacyjnego. Co zrobic?
© wyczyszczenie dysku i zainstalowanie Ubuntu
UWAGA! Trwale usuwa wszystkie programy, dokumenty, obrazy, muzyke oraz inne pliki wszystkich systeméw operacyjnych!
Encrypt the new Ubuntu installation For security
Prosi o wprowadzenie klucza dostgpu w nastepnym kroku

Use LVM with the new Ubuntu installation
KonFfiguruje zarzadzanie logicznymi wolumenami, umozliwiajacymi tworzenie migawek systemu plikéw i proste zmienianie rozmiaru partycji

Uzycie innego rozwigzania
Tworzy nowe partycje lub modyfikuje juz istniejace i przyporzadkowuje je dla Ubuntu

Zakoncz Wstecz Zainstaluj

-

HEYDERD B O m e

-

Rozpoczynamy instalacje.


http://blog.s-m-s.pl/wp-content/uploads/2016/03/Capture2.png

00

NO SYSTEM IS SAFE

Nexpose - Wstepna konfiguracja

Zainstaluj Ubuntu 14.04.4 LTS LI ] m €) 17:06 1%

Instalacja

Tozsamos¢ uzytkownika

Imig i nazwisko uzytkownika: | vuln-admin

Nazwa komputera: | vuln-mgt %

Okresla nazwe komputera uzywang podczas komunikacji z innymi komputerami.

Nazwa uzytkownika: | [T
Haslo: 9000000000

Potwierdzenie hasta: ..........|

Automatyczne logowanie
© wymaganie hasta do zalogowania

Zaszyfrowanie katalogu uzytkownika

Wstecz Naprzod

Ea

Hlﬂimﬁmlﬂﬂ PPDDE OO0 E

ry

W trakcie informacji zostaniemy poproszeni o utworzenie uzytkownika i okreslenie
hostname naszej maszyny.
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Zainstaluj Ubuntu 14.04.4 LTS ty B o) 1715

Zainstaluj Ubuntu
14.04.4LTS

Instalacja zakonczona

, Instalacja zostata zakoriczona. Mozna kontynuowac¢ testowanie Ubuntu, ale
wprowadzane zmiany lub zapisywane dokumenty nie zostang zachowane.

Kontynuuj testowanie | Uruchom ponownie komputer |

[

E
2
o
Z
=
=

Y

Po zakonczeniu instalacji, restartujemy maszyne i zabieramy sie za instalacje Nexpose
oraz konfiguracje.

Instalacja Nexpose na wirtualnej maszynie.

Za pomoca protokotu SSH tagczymy sie z maszyna ktora przed chwilg zainstalowaliSmy.


http://blog.s-m-s.pl/wp-content/uploads/2016/03/Capture5.png

!

NO SYSTEM IS SAFE

Plik Edycja

q
ure you want Tu

%

Widok

%?szuhwanw

Nexpose - Wstepna konfiguracja

Terminal Pomoc

FUHTIHHE

ﬂlné: Permanently added 'nexpose.s-m-s.pl, 1]

* Documentation:

1: Sat Mar

Pobieranie:
Pobieranie:
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Pobierani
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¥ 4.2.0-27-generic x86_64)
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an be updated.

Pobieranie: & h

Pobieranie:7
Pobieranie:

Pobieranie:9 h

Pobieranie:
Pobieranie:
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Pobieranie:
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Pobieranie:
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Pobieranie:
Pobieranie:
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Pobieranie:

Pobieranie:19 h
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Pobieranie:2
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e security updates.

12 23:45:22 2016 from 172.16.1.101

: ubunfu com Tr.

hive, ubunT

5352 Bl

[4035 B]
34,0 k]

'/pl.archive.ubuntu.com trusty-updates/universe amd&4 Packages

rity.ubuntu.com trus

archive.ubuntu.com
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Wyko

nujemy update systemu, dla pewnosci, Ze posiadamy najnowsze pakiety.
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Z strony Rapid7 pobieramy plik instalacyjny Nexpose. Na potrzeby artykutdéw, aby pokazaé
peten zakres mozliwosci, pobieramy wersje , Enterprise”.

Free Vulnerability Scanner - Enterprise Level to Single Users | Rapid7 - Iceweasel

Fle Edit View History Bookmarks Tools Help
F) Free Wilnerability Sea... x | 9
€ www.rapid? .comjproductsinexpose/cormparea-downloads jsp B ¢ T B O 3 &# & 5 0 =
=
RAP’DD Solutions Products Services Partners Resources About Us Q
Enterprise Edition Community Edition
Fully Functional 14-Day Trial Limited Features - No Expiration
Scalable For Medium to Large Organizations and Security ndividual Users -
S "
Teams 5
&
&
=]
FREE TRIAL FREE TRIAL &
=
=
The Enterprise edition includes: The Nexpose Community edition includes: g
5
=4
=
8
limited IPs [Trial up to 512 IPs] Scans 32 o
rks, 05, DBs web applications, and virtual Sca rks, 05 and DBs
Deployment option: software
rery for Amazon AWS
Virtual scanning for VMware NSX
Deployment options: software, appliance, virtual appliance,
managed service
Integrated configuration as 1ent and policy management
Out-of-the box Integratio LsInsight
Custorn scan configurations, reports and remediation plans

113,7 GiB CHR 82,564 03:09:

Wybieramy ,Software Installation”, mozemy rowniez pobrac juz gotowy obraz
maszyny i wgra¢ go do naszego serwera wirtualizacji.

24| 0,27| 2016-03-13 00:21:55

wirtualnej
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Free Vuln lity er - Enterpris
Fle Edit Wiew History Bookmarks Toaols Help
(_ Free Vulnerability Sea... x | 4=
€ > www.rapid7.comjprod L o 0 =
Hapid7 |
reducin:
weak points within your organization, build prioritized remediation plans, and reduce the attack surface within your network.
Enterprise Edition Community Edition
Fully Functional 14-Day Trial Limited Features - No Expiration
Scalable For Medium to Large Organizations and Security ndividual Users
Teams
Choose Download Type: FREE TRIAL
The Nexpose Community edition includes:
The Enterprise edition includes:
Scans 32 |Ps
Scans networks, 0S and DBs
Scales to Unlimited IPs [Trial up to 512 IPs] Deployment option: software
Scans networks, 05, DBs web applications, and virtual
environments
Dynamic discovery for Amazon AWS
Virtual scanning for VMware NSX
Deployment options: software, appliance, virtual appliance,
managed service
CDI‘InEC[ng 1OL.CO. *suration assessment and pUlIf_'y' management —

B

Nastepnym krokiem jaki musimy Wyknaé to wypehienie krétkiego formlarza
rejestracyjnego, ktory zapewni nam darmowa dwutygodniowa licencje.
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Fle Edit Wiew History Bookmarks Toaols Help

) MNexpose Enterprise T... X | oF

* vwwi.rapid7.com/products/nexpose/nexpose-enterprise-trial jsp % ||Q searct T BE 9 4+ F# & L T 0

RAP’DD Solutions Products  Services Partners ~ Resources  AboutUs Q

First Name
Last Name
Rapid7 Nexpose ® Enter prise is a security risk intelligence solution designed for
organizations with large networks. Nexpose proactively supports the entire vulnerability BT
J0 e
management lifecycle, including discovery, detection, verification, risk classification,
impact analysis, reporting and mitigation.
lob Level
With Mexpose you will: Please Selec w
abilities that impact valuable assets Company Name
tize and manage ri tively
Simplify your compliar
Easily report on remedia Work Phane
r - -
S 7 2014, Work Email @
| SR B
5 . STEVIE'WINNER |
Country
v
Register now for a free trial of Nexpose Enterprise to take advantage of key features State/ Province
exclusive to the Enterprise Edition. Please Selec v
= = . Captcha
Connecting to cdn.optimizely.com... ly install Nexpose, you must meet system =

Wybieramy wersje pliku instalacyjnego wzgledem systemu na maszynie na ktorej bedziemy
instalowa¢ Nexpose.
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MNexpose Enterprise | Rapid7 - Iceweasel

Fle Edit Wiew History Bookmarks ols Help
F) Mexpose Enterprise | ... %X | 9=
* vwwi.rapid7.com/products/nexpose/nexpose-enterprise-trial-thank-you jsptwhence= ¢ || Q searct B8 © 3 & & = T~ O =
=
RAP’DD Solutions Products  Services Partners Resources  About Us Q
Next steps to get started with Nexpose Enterprise trial
STEP 1: Download
Windows Ubuntu Red Hat Enterprise Linux -
b64-Bit mdSsum b64-Bit mdSsum b4-Bit mdSsum
STEP 2: Install Need help?
Here are some resources to help you.
Once the download is complete, run the installer and follow the step Did you not receive your license key? Please
by step instructions herk _ fnlda
check your spam folder.
Ask Questions: Join Nexpose
D_ﬁwnléad:—‘_\—. se Quickstart guide
STEP 3 Activate Activation problems: Download our Nexg
Enh;r Issues: E;n‘.a:‘. i 1_ 17.com -

Klikamy prawym na link do pliku nstalacyjnego i kopiujemy jego warté. UZmy te -
do pobrania instalki na nasza maszyne.
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nie Terminal Pomoc
vuln-admingvuln-mgt: ~$ wget http://download2. rapid?.com/download/NeXpose-vad/NeXposeSetup
-Linux&4.bin
--2016-03-13 00:38:05-- http://download2. rapid?.com/download/NeXpose-vd/NeXposeSetup-L1
nux64. bin
Translacja download2. rapid?.com (downloadZ2.rapid7.com)... 23.61.248.75, 23.61.248.67
taczenie sie z download2.rapid7.com (download2.rapid?.com)|23.61.248,75|:80... potaczono

Zgdanie HTTP wystano, oczekiwanie na odpowiedZ... 200 OK
Dtugosc: 694295704 (862M) [application/octet-stream]
Zapls do: "NeXposeSetup-LinuxG4.bin'

1008%( =] 694,295,704 &, 44MB/s  w 1m Sls

2016-03-13 00:39:57 (5,97 MB/s) - zapisano “NeXposeSetup-Linux64.bin' [694205704/6242957
04]

vuln-admin@vuln-mgt:~% chmod +x NeXposeSetup-LinuxGd. bin
vuln-admingvuln-mgt:~§ 1s

examples.desktop MNeXposeSetup-Linux64.bin
vuln-admin@vuln-mgt:~§ []

Za po
moca narzedzia wget pobieramy, po czym nadajemy mu uprawnienia do wykonywania.
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Uruchamiamy instalacje jako root i postepujemy zgodnie z dalszymi instrukcjami.

Plik Edycja widok ‘Wyszukiwanie Terminal Pomoc
[sudo] password for vuln-admin:
I

51 run

1lation Wizard
i o O T o Y O Y T T T Y A Y T O Y T o ok o e ok ok ok ok

Do you want to continue?
ves [y, Enter], No [n]
y

Gathering system information....

T R O R ook ok ok ok ok ok ok
Rapid? End User License and Services Terms and Conditions

"Agreement®) in
re and Ser

uu]d r91d +h1
L g and, ng the Software g : L Se
binding agreement between F-led'r 1d you the pe 1 lice nq the Soft
: ub+11n1nq The S ; pruvlded that 1f you : entering 1n+u this Agreemen
: 4 at | huthurit
L, ; . refer
If vUH dn 10t h ch authuritv or 1f you do not ept all of the Term

s of this Agreement, you shall have no right to install and/or use the Software and/or
tain and/or use any Serv )

teep reading the license [1. Enter]., Acknowledge hawing read the license [2], Cancel [3]
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rnment agrees to return the Software, unused, to Rapid7. Manufacturer is Rapid7 LLC, 100
Summer Street, Boston, MA 02110,

Keep reading the license [1, Enterl. Acknowledge hawing read the license [2], Cancel [3]
12.6. Relationshi f the Parties, tomer are 1ndependenT contractors, and
nothing in t igreement shall be construe : : reating the re
5 aste ' ; i ent between

tsoever. Neither p1 L m ntra warranties o

- create any oblig . BX implied, in the other

nce of eith
) "reason where failure to perform is
arming parfy
Keep reading the license [1, Enter], Acknowledge having read the license [2], Cancel [3]

s that i1t has not relied on the availability of an
uct or any future product in executin

ain third p it : ]
Additional information about Third-Party may be set forth
der Form, the Third Pa Prudu-T pa ing and/ 1 a text T11e

file or Tu]der_

le to the Third-Party Products.
Keep reading the license [1, Enterl. Acknowledge hawing read the license [2], Cancel [3]

12.10. Publ V. E wle 1at Rapid7 may use Customer’s name and logo for
the purpos ' t :
including in R: S qus % L ] ] ] ne ngageme
12.11. Notices. Any demand, n _' ' on requlred by th
reement m an upon rec 91pT when deli

g . - - a1 .

) ; 3 Either
by giving written nuT1 e of such ¢ unqe to the other party.

Keep reading the license [1, Enter]. Acknowledge having read the license [2]. Cancel

cept the license?
pt the agreement. [1]
ept the agreement. [2, Enter]
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e, fire, flood, governmental acts or orders or restrictions, failure of suppliers, or an
y other reason where failure to perform is beyond the reasonable control of the non-perf
orming party.

kKeep reading the license [1, Enter]. Acknowledge having read the license [2], Cancel [3]

12.8. MNo reliance. Cus Tumer represents that 1t has not relied on the availability
y future 1 of the sed product or any future product in executing this Agreenm

. s that The SGTdere may contain or be a
rtain Thlrd part ot "
art) additional inform 1un about Thlrd g
The Prndu- er Form, the Third Pa Prudu-T packagine
1atlun Tlle or similar fi 3 5

ie Tu The Thlrd Party Prndﬁ-f-
Keep reading the license [1, Enter]., Acknowledge having read the license [2], Cancel [3]

12.10. Publi
the purp
including
12.11. Noti
reement

ed to the
c b - Either
jlulng written nuT1 e of such change “to the other party.

Keep reading the license [1, Enter], Acknowledge having read the license [2], Cancel

. pt the agreement. [1]
2. 1 dn not accept the agreement. [2, Enter]
. Cancel [3]

Scan Engine
[led yet, this option is recommended. The console mana
: pperatilons.

buted engine can start scanning after being paired with a Nexpose Security Co

Selec ] et of compone ou want to install:
NEapU e urity » with local Scan Engine [1, Enter]
Nexpose Scan Enqlne un1 [2]
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3 . Either party may c
thnge to the uther party.

nowledge having read the lic

pt the license?
pt the agreement. [1]
I do not accept the agreement. [2, Enter]
ancel [3]

0le mana

nning after being paired with a Mexpose Security Co

t of componen u want to install:
“onsole with local Scan Engine [1, Enter]

(2]

o o ok o ook ok ok ok ok ok ok ok ok ok o o ok ok ok ok

ook ok ok ok ok

3,952 MB
e requirements
HbunTu 14.H4 operating

5 detected.

Minimum requirements met. Select "Yes" to continue, "Mo" to cancel installation,
Yes [y, Enter]. No [n]
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@ 3,515 MHz proc
. detected. B,
requlremenT
HbunTu 14.04 nperaflnq
' X not :

not runnlng.

detected.

Minimum requirements met. Select
A ly. Enter], No [n]

the number for the port that the datab:

The port number is wvalid,

User name:

[]

to continue, “"MNo"
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will listen on:

ou will need them to perform co
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the datab: will listen on:

* E
IMPORTANT ; : and remember them. You will need them to perform co
nfiguration steps : installation.

* % *

User name:

Confirm the password:

rd match confirmed.

ange your in

curity Console, Nexp

You have entered the following contact information:
Piotr ek, S.M.5

You have created the following user name:

L start Nexpose after installation?
[yl. No [n, Enter]
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You have selected the following component to install;
Nexpose Security Console, Mexpose Scan Engilne

You have entered the following contact information:

r additional installation ta .
lize and start Mexpose after installation?
[yl, Mo [n, Enter]

Installation is complete!

If you chose to start Nexpose as part of the installation, then 1t is already running.

ng the credentials you created during installation, log onto MNexpose at htt

Console Web interface., F

part of the installation, Nex
t-time startup depending on you

[Enter]
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Konfiguracja z poziomu webpanelu.

Nastepnie przechodzimy do web-panelu. W naszym przypadku panel znajduje sie
pod adresem https://nexpose.s-m-s.pl:3780.

Insecure Connection - Iceweasel

Fle Edit View History Bookmarks Inols Help

A Insecure Connection % | g

& https:nexpose s-m-s.pl:3780 c B8 9 $ &# & 5 0 =

# Your connection is not
secure

The owner of nexpose.s-m-s. pl has configured their website
y. To protect your information from being stolen, lceweasel
has not connected to this website,

Learn more...

nexpose.s-m-5.pl:3780 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for Nexpose Security Console

{Error code: sec_error_unknown_issuer)

Add Exception...

Jak widzimy nasz panel identyfikue se certyfikatem SSL typu ,,self-51ned".
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Fle Edit Wiew History Bookmarks Toaols Help

A Insecure Connection x | 9

&~ T sse s-m-s.pl:3780

Add Security Exception

A

Server

You are about to override how Iceweasel identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Location: l https:jfnexpose.c-m-s.pl:3780/

Get Certificate

Wiew...

Certificate Status

This site attempts to identify itself with imvalid
information.

Wrong Site
The certificate belongs to a different site, which could mean that
someone is trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued
by a trusted authority using a secure signature.

Bermanently stare this exception

Confirm Security Exception

w Cancel

DN

pl:378

E not tr
E only

_error |

General |Qetails I

Could not verify this certificate because the issuer is unknown,

Issued To

Commeon Name (CN)

Organization (0)

Organizational Unit (OU) <Mot Part Of Certificate>

Serial Mumber
Issued By

Commaen Name (CN)

Organization (0)

Organizational Unit (OU) <Mot Part Of Centificate>

Period of Validity
Begins On
Expires On

Fingerprints
SHA-256 Fingerprint

SHA1 Fingerprint

NeXpose Security Censole
SM.S

BO:BE:01:07:C5:BC:77:DC:46:FE:D3:41:18:AB:56:80

NeXpose Security Consale
SMS

13.03.2016
13.03.2026

A2:E2:D3:26:6F:FB:E1:E9:18:32: 7D: AE:D9: D1 :EE: 46:
58:D0:0F:DD:F3:24:CC: 2F:9B:DD: 72: 76: 4F: D9: 2C: 02

24:DC:A3:CA:6F0EEC:F2:43:06:E2:ED:DD:27:4C:1A:62:46:4D:E8

B

Sprawdzamy, czy przedstawiony certyfikat na pewno jest tym, ktéry wygenerowaliSmy
podczas instalacji i dodajemy wyjatek bezpieczenstwa.
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F? Security Console Initi... % | o=

€ al T 5-T-5.p

THE SECURITY CONSOLE IS INITIALIZING, PLEASE WAIT...

Security Console Starup Progress

13.03.2016,01:52:42 - 32% : Loading content definitions

3

113,7 GiB

Pierwsze uruchomienie moze trwac od 10 do 30 minut, jest to zalezne jakimi zas

FULL 100, 00% ao

obami

pamieci dysponuje maszyna na ktorej zainstalowaliSmy Nexpose. Wedlug vendora minimalna
ilo§¢ pamieci RAM to 8 GB, my daliSmy 4 GB. Do dziatan laboratoryjnych owe 4 GB starczy
bez problemu, natomiast, do seryjnej pracy zaleca sie, aby maszyna na ktérej bedzie

instalowany Nexpose miata 8 GB i wiecej RAM-u.
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Log on = el
Fle Edit Wiew History Bookmarks Toaols Help

F) Log on to Nexpose x | 9

€ al T S-IT-5.p

nexpose

Log on

Usemame

Password

51

Podczas instalacji podaliSmy login i hasto dla nowego uzytkownika. Czas skorzystac z tych
danych.
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3-09 - Iceweasel
Fle Edit Wiew History Bookmarks Toaols Help

F? Mexpose Security Co... X | =

€ al T S-IT-5.p

¥

utomated Actions

Actions o eeBvigation

Mozemy skorzysta¢ z whudowanego samouczka, ktéry oprowadzi nas po panelu Nexpose
i pokaze co i gdzie mozemy znalezc.

Po zalogowaniu rowniez zostaniemy poproszeni o podanie klucza licencyjnego. Jezeli

podaliSmy prawidtowy email podczas rejestracji, powinniSmy mie¢ na nim maila od Rapid?7
z licencja.
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& Inbox Your Mexpose Licens... ca @
I'\:‘" Get Messages = #,-’\M'ite - F=_.Chat @Addressﬂoak . yTagw & quick Filter |:_.- h... <Ctr+k> N =

4y Reply| = Forward| & .ﬂrchl\fel 0Junk| e Delete| More |

om Swofford, Caitlin <caitlin_swofford@rapid7.com=>

o0t Your Nexpose License Key - Get Started 00:29
Ref swofford, Caitlin <messages 663271.51113363,7c9a%eb268@messages. netsuite com=>
= e
Your Nexpose Enterprise License Key Rapid7
96RZ-397T-PQ09-FV1C 866-7-RAPID7 / Contact
Thank you for registering for your trial of Nexpose Enterprise

Please follow the steps below so that you can activate your Nexpose trial
and get started.

1. f you have not downloaded our software yet. do so here: Download Nexpose
2. After ad is complete, run the installer and follow the step by step
instruction
3. When asked "Indicate whether you have a product key”, make sure to choose that
u already have a product key
4, Enter your product key to activate your license
Your License Key: 96RZ-397T-PQ09-FVI1C r
Need Help? If you run into any problems, we will get you up and running.
Email: info@rapid7.com
Ask our Community: Get Started
Guide: Mexpose Quickstart Guide
- . . . L=l
=] [13] Today Pane

GiB

Przypominamy, ze licencja, ktéra otrzymujemy na maila po rejestracji na stronie Rapid7 jest
darmowa i ograniczona czasowo. Trwa ona 14 dni. Po zakonczeniu licencji, mozemy odnowic¢
licencje, korzystajac z tych samych danych co poprzednio.
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Activating the Security Console. Please wait.
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RISK AND ASSETS OVER TIME

Assets Risk Score Highest-risk Site Highest-risk Asset Group Highest-risk Asset Highest-risk Tag

N/A N/A MN/A N/A

Po zakonczeniu aktywacji przed nszymi oczami ukazuje sie gotowy panel. To wsystko
jezeli chodzi o konfiguracje samego oprogramowania w przypadku manualnej instalacji.

Poprawki bezpieczenstwa.

Jezeli ktos wybrat instalacje z gotowego obrazu maszyny wirtualnej, powinien pamietac
o kilku, istotnych rzeczach. Pierwsza z nich jest fakt, iz domyslnymi danymi dostepowymi sa:

 dla OS: nexpose:nexpose
 dla samego web panelu: nxadmin:nxpassword

Dane te, nalezy niezwtocznie zmieni¢ zaraz po zakonczeniu powyzszych czynnosci.

Aby zmieni¢ dane dostepowe do panelu Nexpose, mozemy zrobic¢ to na dwa sposoby. Dodac
nowego uzytkownika i zablokowa¢ domyslnego, lub po prostu zmieni¢ hasto dla domyslnego
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By utworzy¢ uzytkownika, wybieramy ,Create” w zaktadce , Users”.
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User Configuration
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nexpose’

User Configuration

* GENERAL

Select a role with default permissions, or customize a role with permissions for sites and asset groups that this user will access

Role 58

Global Administrator

User s and asset groups

Global Administrator

All Noxposa Parmissions: Man

implicitly have access to all static and

mic sites, asset groups, scans, reports, tickets, and vulnerability exceptions

ts. implicitly own all reg

1. Manage all fur s related 1o user

Manage shared scan

accoLs danage configuration, maintenance, and diagnostic operations for the Security Conscle. Manage vConnectior

credentials.

Manage Sites: Create, delete, and c
have acc

utes of statsc and dynamic sites, except for user access. Manage shared scan credentials. Implicitly
sites, Perform vAsset discovery.

> all static and dynar

Manage Scan Templates: Create, delete, and configure all attributes of scan templates.

Manage Report Templates: Create, delete, and configure all attnbutes of report templates

Manage Scan Engines: Create, delete, and configure all attributes of Nexpose Scan Engines. Pair sean engines with Nexpose Security Console

3 113,

Wybieramy rodzaj uprawnien nowego uzytkownika. Mozemy skorzystaé z gotowych
szablonow lub stworzy¢ wlasny zakres uprawnien. Zachecamy do zapoznania sie z lista
uprawnien.
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nexpose’  Create

User Configuration

n access, The user's permissions for these sites are based on his or her role

| Create & custom list of sites that this user can access

SITE ACCESS

113

e”

Wybieramy dostep do dziatéw ,site” oraz ,asset group” o ktérych wiecej napiszemy

w nastepnym artykule z serii.
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Aby edytowa¢ uzytkownikdw przecodzimy do zaktadki ,manage” w dziale , Users”.
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Administrator  Last Logon Password Expires Disabled Sites Groups Unlock  Edit Delete
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Aby wytaczy¢ uzytkownika nalezy zaznaczy¢ go i klikna¢ ,Disable”.

I to na tyle ogdlnej konfiguracji - na ciag dalszy zapraszamy juz niedtugo!
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